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Data Integrity

Interoperable Connectivity



AGENDA:  Data Integrity Automation
• Overview: Establishing the Components of Data Integrity

• Importance of Result Reliability

• When Results are Un-Reliable

• Data Process Gaps in Lab Data Life Cycle

• What are the Pain Points Inside the lab?

• Pillars of Result Reliability for 100% Data Integrity 

• Solutions
• Automation and 100% Data Integrity 

• Quality Assurance (QC Samples)

• Safety Assurance (Field Samples)

• Defensibility, Repeatability, Traceability, and Transparent Bias

• Early Notifications and Control Centers

▪ Use Case – LCMS PFAS Analysis to UCMR

Copyright © 2021, EISC Lab Data Automation. All rights reserved.



Importance of Result Reliability

Sound Decisions

Immediate Impact on 

Health

Long Term Impact 

on Health
Impact On Where 

We Live
Future Impact
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Did I Learn About Lab Data Integrity in Kindergarten?..



Problem: Data Process Gaps in the Lab Data Life Cycle
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Problem: What & Where are the Gaps?

• Manual and Duplicate Data Entry 

• Disparate Data Sources

• LIMS/IMS/3rd Party Connection 

• Manual Quality Assurance Process

• Data “Gymnastics” for Connectivity at Data Points of Transfer 
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Data Integrity Effects All of Us

• Falsifying Tune and Calibration samples 
on hazardous material analysis.

• Changing performance results to show 
low emissions.

• Toxic metals found in drinking water 
not revealed.

• Hazardous decisions due to data 
manipulation and no peer review.

When Results are Un-Reliable
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Pillars of Result Reliability:  100% Data Integrity 

Interoperable Connectivity
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Automation Solutions for Functionality Gaps –
Enhancing the Lab’s Present Process 

Automated QA System
Instrument 

Interfacing

Notifications/

Transfer Results

LIMS

Instrument 1

Electronic 

Communication

Real-Time Trending

Reporting

LIMS

Bi-Directional 
LIMS Connection
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Real-Time Statistics

Instrument 2

Instrument 3

Instrument 4

3rd Party 

Connections

Excel

IMS

LIMS

ERP

MEMS

MIMS

QMS 

Big Data Hubs

Reference 

Libraries

…



Pillars of Automated Data Integrity:  

Automated Quality Assurance  

• All Quality Control

• Field

• Sampling

• Instrument 

• Preparation

• Sample Parameter QC

• Association of QC 

• Communication of QC Exceedance
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Key Elements of Automated Quality Assurance

QC Failure Associations to Target Samples

Preparation QC

Priority Order of Analytical Review – Method, Client, Regulatory, Reporting 

Reliable and Qualified 

Reportable Results

Regulatory RequirementsClient Requirements Reporting Requirements

QAP - Analytical Review and Approval

Sample Parameter QC – ISTD and Surrogates

Over Linear Range

Instrument QC

Reruns and Dilutions
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Key Batch Associations

Tune

Initial Calibrations

Continuing Calibration Verification

Method Blank/Negative Control

Laboratory Control Sample

Positive Control Sample

Client Samples 1 - n

Other QC

Continuing Calibration Verification

Tune

Continuing Calibration Verification

Method Blank/Negative Control

Laboratory Control Sample

Positive Control Sample

Client Samples 1 – n

Other QC

Continuing Calibration Verification

Sample QC

MB

Assoc

And

Prep QC

CCAL

Assoc

ICAL Assoc

CCAL

AssocSample QC

MB

Assoc

And

Prep QC
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Analytical Batch Example

Sampling Batch
Shipping Batch
Delivery Batch
Storage Batch
Raw Material Batch
Manufacturing Batch
Preparation Batch
Analytical Batch
Reporting Batch
Compliance Batch

Key Batch Types



Pillars of Automated Data Integrity:  

Safety Assurance  

• QA Communication

• Trending/Z-Scoring 

• Establish acceptance windows

• Result comparisons
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Trending – Z Scoring:

Brings Anomalies to the Surface

Lab Data

Real-Time Z-Scoring Parameter Fluctuations

Consistent Concentrations – XY Plots

Is something different occurring with the target sample? 

Or did something go wrong during the process?
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Real-Time QC Control Charts

Total Dissolved Solids (TDS)



Key Notification Alerts: 

Field Samples Outside Compliance Limits and 

QC Exceeding Acceptance Limits

• Early Detection – Rapid Response

• Experts can address issues early to minimize 

the severity of the problems

• QC early detection builds a strong QA 

and risk aversion program for the lab

• Target result early detection builds a 

strong risk aversion program for the 

use of the results

• Proactive rather than reactive

Copyright © 2021, EISC Lab Data Automation. All rights reserved.



Pillars of Automated Data Integrity:  Defensibility

• Communicating that all QA/QC was analyzed to

ensure precision & accuracy of target results

• Monitor for instability or deviation in:

• Method 

• Instrument 

• Preparation

• Sampling

• Preservation

• Storage

• Shipping



Key Elements of Defensibility
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Accidents

Remediation

Waste Streams 

(Air, Liquid, 

Solids)

Potential Litigation

Compliance

Monitoring

Full Defensible Deliverables

Potential Liabilities

Types of Internal and External Lab Report 

Deliverables
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Investigations

Every Analytical Sequence

PDF of Analytical Sequence:
Title Page
Table of Contents
Brief Summary of Project, Study, Job
Sample Collection Info (if applicable)
Sample Receipt Info (if applicable)
Case Narrative or Analytical Notes
Target Sample Results (calculated)
Initial Raw Data Chromatograph
Final Raw Data Chromatograph (if    

professional judgements are applied)
Target Sample QC Summary Results
Preparation QC and Raw Data
Instrument QC and Raw Data
Prep Log
Run Log

Centralized database of all results for target and all QC 
samples. Real-Time sample z-scoring, trending, and 
statistics. Real-Time Control Charting for QC, Precision, 
and Accuracy.

Smaller Deliverables

Process or Manufacturing Control

Certificate of Analysis

Content Labels for Product



Pillars of Automated Data Integrity:  Repeatability

• Must first align with:
• Quality Assurance 

• Safety Assurance

• Method Performance, Precision, & Accuracy  

• Analyst Competency 

• Instrument Performance 
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Key Elements of Reproducibility, Consistency, & 

Repeatability
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Total Dissolved Solids (TDS)



Pillars of Automated Data Integrity:  Traceability

Ability to Trace Data Back to Its Source

• Prep analyst

• Instrument analysis 

• Instrument software

• Processing software

• Analyst that performed the analysis 

• Electronic signature 

• Primary/secondary review

• Raw, meta & calculated results 

• Audit trail
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Key Elements of Traceability
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Pillars of Automated Data Integrity:  Transparent Bias

• Capture

• Manual integrations

• Deletion of interfering peaks

• Professional judgments

• Professional notes 

• Professional comments

Copyright © 2021, EISC Lab Data Automation. All rights reserved.



Key Elements of Transparent Bias

Professional judgments that are hidden or unknown become 

biases for the use of the results.

Continual monitoring for::

• Bad Habits

• Poor Judgments

• Shortcuts
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Pillars of Automated Data Integrity: Result Reliability

Data Integrity

Interoperable Connectivity
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• Choose a Key Instrument and Analysis

• Determine Notification Alerts

• Determine Quality Control

• Determine Deliverables Required

• Connect to the Lab’s Additional Data Sources

• Creates Template for Next Instrument and Analysis
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Steps to Automated Data Integrity

One Instrument, One Analysis at a Time



Contact Information:

Paul Banfer

EISC Lab Data Automation

888-320-3472 Ext 3

paul.banfer@eisc.net

www.eisc.net
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Thank you!

mailto:paul.banfer@eisc.net

